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UTM Firewall Protection

UTM Firewall
Most firewalls block a fixed and very limited number of intrusions
from the Internet and don’t actively scan the traffic for viruses and
other harmful programs. A Unified Threat Management firewall
examines everything as it first enters your network from the Internet.

Updated daily or even hourly to protect against the following:

e Intrusions / hacking attempts e Viruses

e Non-business Internet usage e Spam
e Websites that contain
dangerous code

Additional Features Included
e Multiple VPN methods to choose from for connecting remotely
to the office (SSL-VPN, PPTP / L2TP VPN or IPSec VPN)
e Ability to separate visitor or tenant Internet traffic from the rest of
the office’s computers
e Automatic failover to second Internet connection if available.

Internet and Network Traffic Analysis and Reporting

e A companion product to the UTM firewall to store and report on
all logs from your firewall.
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How Important is a UTM Firewall

Internet Based Threats

Malicious programs like viruses are continually on the rise. These programs
are intended to steal data, destroy data, steal computing power for illegal
use or to spread more malicious code.

The most common methods used to deliver these malicious programs
change from year to year. Currently the Web has replaced e-mail as the
number one method to distribute viruses, spyware and other malware.*
Around 30,000 new infected web pages are discovered each day.*

The United States and China top the reports for the most number of
infected sites hosted on servers in their countries.* E-mail is still a common
method to deliver malware, but Websites are proving easier to get the
malicious programs out to more computers.*

What a UTM Firewall Can Do

Just as 30,000 new infected Web pages show up each day, a UTM Firewall
with a valid subscription can be automatically updated each day with the
latest anti-virus, anti-spyware, anti-hacking, anti-spam, and website
classification database. All of these work together to prevent attacks on
your systems.

*Malware trends and statistics gathered from Sophos Security Threat Report Q1 2008
(http://www.sophos.com/sophos/docs/eng/marketing_material/sophos-threat-report-Q108.pdf)
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